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Kisa Anlatim

SSL VPN (Secure Sockets Layer Virtual Private Network - Giivenli Yuva Katmani Tabanli Sanal Ozel Ag):
Herhangi bir aga uzaktan guvenli bir sekilde erismek icin kullanilir. SSL VPN sayesinde SSL Sertifikal sifreli bir
iletisim saglanir. IPSec VPN’de yasanan zorluklar nedeni ile IPSec VPN’in yerini SSL VPN almistir.

Linux tarafinda Debian dagitimi kullaniimigtir. Diger Linux dagitimlarinda ilgili paketler ylklendigi takdirde
problemsiz galisacaktir.

Konfiglirasyon

Asagidaki adimlar sirasi ile gergeklestirilir.

1. Terminalden apt-get update && apt-get upgrade yapllir.

debi@debian: ~ x

File Edit View Search Terminal Help

root@debian: /home/debi# apt-get update && apt-get upgrade

Ign:1 http://ftp.tr.debian.org/debian stretch InRelease

Hit:2 http://security.debian.org/debian-security stretch/updates InRelease
Hit:3 http://ftp.tr.debian.org/debian stretch-updates InRelease

Hit:4 http://ftp.tr.debian.org/debian stretch Release

Reading package lists... 1%

2. Terminalden apt-get install openvpn komutu kullanilarak openvpn indirilir.

debi@debian: ~ x

File Edit View Search Terminal Help

root@debian: /home/debi# apt-get install openvpn
Reading package lists... Done

3. Antikor’'dan VPN Yonetimi menUsu altinda bulunan SSL VPN Ayarlari sayfasinda gidilir. Agilan sayfada “Ekle”
butonuna tiklanarak, SSL VPN igin bir kullanici kimligi olusturulur.




SSL VPN Ayarlari
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Kimlik olusturulduktan sonra Linux uyumlu VPN konfigurasyon dosyasi indirilir.

Sertifika Yonetimi
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#  Durum Kimlik Bilgileri 1P Adresi Erisilecek Aglar Agiklama islemler

4. Terminalden VPN konfiglirasyon dosyasinin bulundugu dizine gecis yapilarak,

openvpn client.ovpn komutu ile VPN c¢alistirilir.

debi@debian: ~ x

File Edit View Search Terminal Help
root@debian:/home/debi/Downloads/openvpn# openvpn client.ovpn |j




debi@debian: ~ x

File Edit ‘iew Search Terminal Help

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: route-related options modified

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options
modified

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: peer-id set

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: adjusting link mtu to 1625

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: data channel crypto options modified
Mon Jun 18 06:58:54 2018 Data Channel Encrypt: Cipher 'AES5-256-GCM' initialized

with 256 bit key

Mon Jun 18 06:58:54 2018 Data Channel Decrypt: Cipher 'AES5-256-GCM' initialized

with 256 bit key

Mon Jun 18 06:58:54 2018 ROUTE GATEWAY 10.2.1.253/255.255.255.0 IFACE=enp8s3 HWA
DDR=08:00:27:8b:35:9c¢

Mon Jun 18 06:58:54 2018 TUN/TAP device tun@ opened

Mon Jun 18 06:58:54 2018 TUN/TAP TX queue length set to 100

Mon Jun 18 06:58:54 2018 do ifconfig, tt-=did ifconfig ipv6 setup=0

Mon Jun 18 06:58:54 2018 /sbin/ip link set dev tun® up mtu 1500

Mon Jun 18 06:58:54 2018 /sbin/ip addr add dev tunm® 1.1.1.2/24 broadcast 1.1.1.2
55

Mon Jun 18 06:58:54 2018 /sbin/ip route add 10.2.1.22/32 dev enp0s3

Mon Jun 18 06:58:54 2018 /sbin/ip route del 0.0.0.0/0

Mon Jun 18 06:58:54 2018 /sbin/ip route add 0.0.0.0/0 via 1.1.1.1

Mon Jun 18 06:58:54 2018 Initialization Sequence Completed

OpenVPN baglantisi basarili bir sekilde kurulmustur.

Eger,
bash: openvpn: command not found hatasi alinirsa,

OpenVPN calistirma dizinleri goruntdlenir,
sudo find / -type f -name “openvpn”

Diger dizinlerde OpenVPN calistiriimasi igin, ilgili home ve kullanici dizini belirtilir,
export PATH="/home/debi/dir:$PATH"

ile sorun giderilir.

Sorun Giderme

Terminalden,
OpenVPN durumu hakkinda bilgi almak igin:systemctl status openvpn
OpenVPN yeniden baglatmak igin: systemctl restart openvpn

komutlari kullanilabilir.
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