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Dinamik Raporlar

18 farkli rapor ¢esidi dinamik olarak buradan gortintilenmekte ve listelenmektedir.

e Anti Spam Raporlari

e Cluster Raporlari

e DNS Filtreleme Raporlari
e Hotspot Loglari

e |Psec Servis Raporlari

e Paket Filtreleme Raporlari
e PPP Debug Loglari

e PPP Raporlari

e AV, ApplID, IPS, DoS Loglari
e SSH Denetimi Raporlari

e SSH Koruma Raporlari

e Trafik Oturum Raporlari

e Sanal Kablo Raporlari

e Web Erisim Raporlari

e Web Sunucu Glvenligi Raporlari

WF (Web Filtreleme) igerik ve Antiviriis Tarama Raporlari

WEF (Web Filtreleme) Sayfa Yasaklama Raporlari

e Yasaklanan Kullanicilar Raporlari

a Anti Spam Raporlan

fa Cluster Raporlar == DNS Filtreleme Raporlar

“=  Hotspot Loglan

GQ IPsec Servis Raporlari

;:—‘ Paket Filtreleme Raporlar

,‘l PPP Debug Loglar:

& PPPRaporlan

A AV AppID, IPS, DoS Loglan

Y SSH Denetimi Raporlan

U ssH Koruma Raperlan

_" Trafik Oturum Raporlan

_" Sanal Kablo Raporlari

@ Web Erisim Raporlari

. Web Sunucu Givenligi Raporlan

Y WF iger’ik ve Antiviriis Tarama Raporlari

Y WF Sayfa Yasaklama Raporlari

ﬂ Yasaklanan Kullanicilar Raporilar

Cluster Raporlari

Cluster ile ilgili olusan durumlari ve durumlarin gerceklestigi arayuzleri tarihe gére raporlamaktadir.




Cluster Raporlari

B HTML ‘

50
# Zaman Damgasi islem Son Onceki  Agiklama Detaylar
Gorev  Gorev
2022-10-19 Gorev AKTIF PASIF Diger cihaz PASIF oldugu igin...  {"Yerel Cihaz Bilgileri™ 51" "99.99.99.40", "sistemAdi”: "Antikor NGFW - 1.Cihaz",
09:29:47.385494+03 Degisti "kabloDurum": {"detaylar": {"vmx0": 0, "vmx1": 0, "vmx2": 0, "vmx3": 0, "vmx6": 0, "vmx7": 0, "vmx&": 0,

"vmx@": 0}, "kabloTakiliOlmayanEthSayisi™: 0}, "aktiflikUptime”: 2325}, "Diger Cihaz Bilgileri™: {"gorev™
"PASIF", "ipAdresi™ "99.99.99.41", "sistemAdi™ "Antikor NGFW - 2.Cihaz", "kabloDurum": {"detaylar":
{"vmx0": 0, "vmx1": 0, "vmx2" L "wmx8": 0, "wmx9": O},
"kabloTakiliOlmayanEthSayisi™:

Kullanicilar bu raporlari csv, pdf, =ls ve html formatlarinda indirebilmektedir.

PPP Debug Loglari

# Zaman Damgasi Mesaj
20201007 10:05:46 tun0(ppp7): Phase: Signal 15, terminate.
2 20201007 10:05:46 tun0(ppp7): Phase: deflink: Disconnected!
3 2020-10-07 10:05:46 tun0(ppp7): Phase: deflink: opening - closed
4 2020-10-07 10:05:46 tun0(ppp7): Warning: Delete route failed: 127.127.0.7: errno: Address already in use
5 2020-10-07 10:05:46 tun0(ppp7): Phase: bundle: Dead
) 2020-10-07 10:05:46 tun0(ppp7): Phase: PPP Terminated (normal).
7 20201007 10:05:45 tun0(ppp7): Command: ppp7: iface clear
8 20201007 10:05:45 tun0(ppp7): Warning: deflink: Unable to set physical to speed 0
9 20201007 10:05:45 tun0(ppp7): Phase: deflink: Disconnected!
10 2020-10-07 10:05:45 tun0(ppp7): Phase: deflink: Icp - logout
11 2020-10-07 10:05:45 tun0(ppp7): Warning: deflink: Unable to set physical to speed 0
12 2020-10-07 10:05:45 tuno(ppp7): Phase: deflink: Disconnected!
13 20201007 10:05:45 tun0(ppp7): Phase: deflink: logout > hangup
14 20201007 10:05:45 tun0(ppp7): Warning: deflink: Unable to set physical to speed 0
15 20201007 10:05:45 tun0(ppp7): Warning: deflink: tesetattr: Unable to restore device settings
16 2020-10-07 10:05:45 tun0(ppp7): Phase: deflink: Connect time: 2953 secs: 124514228 octets in, 4448898 octets out
7 2020-10-07 10:05:45 tun0(ppp7): Phase: deflink: 96395 packets in, 54678 packets out

Her sayfada kag kayit gosterilece@i sayfa Basindan sonra deger girilip, kayit goster butonuna basildiginda;
sayfa basi kullanicinin girdigi deger kadar veri gosterilir. (Varsayilan 50 olarak gelmektedir.)

AV, ApplD, IPS, DoS Loglan

50
Karar Protokel Kaynak  Kaynak Kaynak Hedef Hedef Hedef Az VLAN ApplD  Kural Agiklama  Sistem  Kayit ID QoS
Kullanici  Adres Part Kullamici  Adres  Port Araylizii Bilgisi
Adi Adi
1 alert allow ARP wmix1 - ] (arp_spoof] ips serviskontrol
DMZ1 ethernet/ARP
(inline) mismatch request
for scurce
2 2022-10-19 alert allow  ARP wmnxd - 0 (arp_spoaof] ps serviskontrol
09:29:44.983636 DMZ1 ethernet/ARP
(inline) mismatch request
for source
3 2022-10-19 alert  allow  ARP il - 0 (arp_spoaf) ps serviskantrol
09:20:44.989636 DMZ1 ethernet/ARP
(inling) mismatch request
for source
4 alert allow ARP vmix1 - 0 (arp_spoof) ips serviskontrol
09:20:44.989636 DMZ1 ethernet/ARP
(inling) mismatch request

far source

Goster/Gizle butonu ile situnlar gizlenip, gizlenen situnlar tekrar gosterilebilmektedir. Yukari asagdi ok butonlari
ile ayni zamanda sutunlarin yeri de degistirilebilmektedir.




WE Sayfa Yasaklama Raporlarn

| Bss 50

# Zaman islem  Kullanict istemciIP  WF Politikas Kategori  HTTP Metodu URL ‘
Damgas Adresi ‘

1 202010-06  PASS 16211717500 10.10.30.10 Genel Web Varsaylan  GET http://cdn.content.prod.cms.msn.com/singletile/sul ‘ tr-
11:00:15 Filtreleme Politikas1  Tzinli TR&source=appxmanifest&tenant=amp&vertical=s ‘

2 202010-06  PASS 16211717500 10.10.30.10 Genel Web Varsaylan  GET http://cdn.content.prod.cms.msn.com/singletile/sul ‘ tr-
11:00:15 Filtreleme Politikas1  Tzinli TR&source=appxmani pavertical=s|

3 202010-06  PASS 16211717500 10.10.30.10 Genel Web varsaylan  GET http://cdn.content.prod.cms.msn.com/singletile/sul ‘ tr-
11:00:15 Filtreleme Politikasi  zinli TR&source=appxmanifest&tenant=amp&vertical=s ‘

4 20201006  PASS 16211717590 10.10.30.10 Genel Web varsaylan  GET http://kurumsal.turk.net/ ‘
10:56:47 Filtreleme Politikast  izinli

5 202010-06  PASS 16211717500 10.10.30.10 Genel Web varsaylan  GET http://kurumsal.turk.net/
10:56:47 Filtreleme Politikast  izinli

6 2020-10-06  PASS 16211717590 10.10.30.10 Genel Web varsaylan  GET httpy//kurumsal.turk.net/
10:56:47 Filtreleme Politikast  izinli

7 20201006  PASS 16211717590 10.10.30.10 Genel Web varsaylan  GET http://tile-service.weather.microsoft.com/tr-TR/livetile/preinstall?
10:45:18 Filtreleme Politikasi  zinli region-TR&appid-Co8EASBOB42DBBI405BBF071E1 DA76512D21 FE36& FORM=Threshold

8 20201006  PASS 16211717590 10.10.30.10 Genel Web varsaylan  GET http://tile-service.weather.microsoft.com/tr-TR/livetile/preinstall?
10:45:18 Filtreleme Politikasi  zinli region-TR&appid-Co8EASBO842DBBI405BBF071E1 DA76512D21 FE36&FORM=Threshold

9 20201006  PASS 16211717590 10.10.30.10 Genel Web varsaylan  GET http://tile-service.weather.microsoft.com/tr-TR/livetile/preinstall?
10:45:18 Filtreleme Politikasi  zinli region-TR&appid-Co8EASBO842DBBI405BBF071E1 DA76512D21 FE36&FORM=Threshold

10 202010-06  PASS 16211717500 10.10.30.10 Genel Web varsaylan  GET http://cdn.content.prod.cms.msn.com/singletile/summary/al periencebyn: d ket-tr-
10:43:16 Filtreleme Politikasi  zinli TR&SOUrce-appxmanifest&tenant-ampavertical-news

11 20201006 PASS 16211717590 10.10.30.10  Genel Web varsayilan  GET http://cdn.content.prod.cms.msn.com/singletile/summary/al periencebyn. d ket-tr-
10:43:16 Filtreleme Politikasi  izinli TR&sOUrce=apDXManifestatenant=amoavertical=news

Asagidaki ekran goruntisunde sirala simgesine tikladigimizda sutundaki degerlere gore tim tablo siralanmig
olacaktir.

SSH Koruma Raporlari

Bag | 50

Siralama Yapilmamis

# Zaman Damgas! iqlﬁ IP Adresi
1 2020-10-06 15:48:15 release 10.10.98.10
2 2020-10-06 15:45:32 block 10.10.98.10

SSH Koruma Raporlari

s0 b4 ‘
# Zaman Damgasi 1P Adresi
1 2020-10-06 15:45:32 block 10.10.99.10
2 2020-10-06 15:48:15 release 10.10.89.10

Siralamada bulunan yukari asagi ok butonlari ile sttun siralama énceligini degistirebilirsiniz.

SSH Koruma Raporlari

0 = o]
. +
# Zaman Damgasi islem 1P Adresi ‘ ‘ | L ]
- |
1 2020-10-06 15:45:32 block 10.10.89.10
2 2020-10-06 15:48:15 release 10.10.99.10

Siralamada bulunan ¢6p simgesine sahip butonlar ile sttuna ait siralama filtresini kaldirabilirsiniz.




SSH Koruma Raporlari

50

# Zaman Damgast islem IP Adresi
E

1 2020-10-06 15:45:32 block 10.10.89.10

2 2020-10-06 15:48:15 release 10.10.99.10

Filtreleme butonu ile tabloda bulunan verileri belirlenen kriterlere gore filtreleyebilirsiniz.

Web Sunucu GUvenligi Raporlar

50

# Zaman istemci Host istek Kategori Tespit Analiz Gnem Etiketler
Damgast Derecesi

1 2020-10-06 10.10.30.10  10.10.88.11 POST /dvwa/vulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: XS5 data fou... 2 application-multi, language-...
10:17:17 ATTACK-XSS

2 2020-10-06 10.10.30.10 10.10.99.11 POST /dvwalvulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: XS5 data fou... 2 application-multi, |anguage-...
10:117:17 ATTACK-XSS

3 2020-10-06 10.10.30.10 10.10.99.11 POST /dvwavulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: XSS data fou... 2 application-multi, language-...
10:17:17 ATTACK-XSS

4 202011006 10.10.30.10  10.10.99.11 POST /dvwalvulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: X55 data fou... 2 application-multi, language-...
10:17:47 ATTACKXSS

5 20201006 10.10.20.10  10.10.99.11 POST /dvwalvulnerabilities/x... REQUEST-APPLICATION- XS5 Attack Detected via libinjection Matched Data: XS5 data fou... 2 application-multi, language-...
10:17:47 ATTACKXSS

6  2020-10-06 10.10.30.10  10.10.88.11 POST /dvwa/vulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: XS5 data fou... 2 application-multi, language-...
10:17:17 ATTACK-XSS

7 2020-10-06 10.10.30.10 10.10.99.11 POST /dvwalvulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: XS5 data fou... 2 application-multi, |anguage-...
10:117:17 ATTACK-XSS

8 2020-10-06 10.10.30.10 10.10.99.11 POST /dvwaAvulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: XSS data fou... 2 application-multi, language-...
10:17:17 ATTACK-XSS

9 20201006 10.10.30.10  10.10.99.11 POST /dvwalvulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: X55 data fou... 2 application-multi, language-...
10:17:47 ATTACKXSS

10 20201006 10.10.20.10  10.10.99.11 POST /dvwalvulnerabilities/x... REQUEST-APPLICATION- XS5 Attack Detected via libinjection Matched Data: X55 data fou... 2 application-multi, language-...
10:17:47 ATTACKXSS

11 2020-10-06 10.10.30.10  10.10.88.11 POST /dvwa/vulnerabilities/x... REQUEST-APPLICATION- XSS Attack Detected via libinjection Matched Data: XS5 data fou... 2 application-multi, language-...
10:17:17 ATTACKXSS

Filtreleme

Zaman Damgasi

istemci

Host
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Etiketler

Tammlar Uygula

Kriterleri girerken yaninda bulunan agilir listeye gére filtreleyeceginden, azami dikkat etmeniz gerekmektedir.




Filtreleme
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Tablo icin gereken filtreler girildikten sonra Tanimlar: Uygula butonuna basiimalidir.




Filtreleme
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Tammlan Uygula

Tablo icin yapilan filtrelemeleri kaldirmak icin silgi simgesi olan butona tiklamaniz yeterli olacaktir.

WF Sayfa Yasaklama Raporlari

[mror [@xs |

50
# Zaman islem  Kullamic: istemci P WF Politikasi Kategori  HTTP Metodu URL
Damgasi Adresi
1 20201006 PASS 16211717580 10103010  GenelWebFilweleme  Varsayilan  GET hep://cdn.content prod cms.msn. P
11:00:15 Politkas: fzinli TRRsource=zppxmanifest&tenant=amp&uertical=sports
2 20201006 PASS 16211717590 10103010  GenelWebFilweleme  Varsaylan  GET hitp://cdn.content.prod cms.msn. il P
11:00:15 Politikas: fzinli TR&source=appxmanifest&tenant-amp&uertical=sports
3 20201006 PASS 16211717590 10103010  GenelWebFitreleme  Varsaylan  GET hetpi//cdn.content.prod.cms.msn. il P
11:00:15 Politikasi Tzinli TR&source=appxmanifestdtenant=amp&vertical=sports
4 20201006 PASS 16211717300 10103010  GenelWebFitreleme  Varsaylan  GET heeps/fkurumsal rk.net/
10:56:47 Politikasi Tzinli
5 20201006 PASS 16211717590 10103010  GenelWebFilweleme  Varsaylan  GET hitp://kurumsal turk.net/
10:56:47 Politikas fzinli
6 20201006 PASS 16211717590 10103010  GenelWebFitreleme  Varsaylan  GET hetps/fkurumsal turk.net/
10:56:47 Politikasi Tzinli
7 20201006 PASS 16211717300 10103010  GenelWebFitreleme  Varsaylan  GET hupi//tile-service weather.microsoft.comir-TR/livetile/preinstall?
10:45:18 Politikasi Tzinli region=TR3appid=COSEASB0842DBBO4058BF071 E1DATE512D21 FE368FORM=Threshold
8 2020-10-06 PASS 16211717580 10103010  GenelWebFilweleme  Varsayilan  GET hep://tile-service weather microsoft.comtr-TR/livetile/preinstall?
10:45:18 Politkas: fzinli region=TRRappid=COBEASB0B42DBBI4D5BBFI71E1 DAT6512D21 FE36&FORM=Threshold
9 20201006 PASS 16211717590 10103010  GenelWebFilweleme  Varsaylan  GET hitp://tile-service weather microsoft.comtr-TR/livetile/preinstall?
10:45:18 Politikasi Tzinli region=TR&appid=C9BEASBO842DBBI405BBF071E1DATE512D21 FE36&FORM=Threshold
10 20201006 PASS 16211717300 10103010  GenelWebFitreleme  Varsaylan  GET hepi//cdn.content.prod.cms.msn. il o
10:43:16 Politikasi Tzinli TR&source=zpp: p 2l
11 20201006 PASS 16211717580 10103010  GenelWebFilweleme  Varsayilan  GET hep://cdn.content prod cms.msn. il P
10:43:16 Politkas: fzinli TRRsource=zpp: p al=n
12 20201006 PASS 16211717590 10103010  GenelWebFilweleme  Varsaylan  GET hitp://cdn.content.prod cms.msn. il P
10:43:16 Politikas: fzinli TR&source=app: p al-n
13 20201006 PASS 16211717590 10103010  GenelWebFitreleme  Varsaylan  GET htpi//fast.com/
10:42:01 Politikas! Tzinli

Tabloya yeni gelen degerleri gérmek igin yenile butonuna butonuna basiimaldir.




AV, ApplID, IPS, DoS Loglan

‘ | 50 ¥
# Zaman Damgasi i;lem Karar Protokol Kaynak Kaynak Kaynak Hedef Hedef Hedef Ag VLAN  ApplD  Kural Agiklama Sistem KayitID
Kullanici  Adres Port Kullanici  Adres  Port Araylizii
Adi Adi
1 alert allow  ARP wmix] - o (arp_spoof) ps serviskontrol
DMZ1 ethernet/ARP
(inline) mismatch request
for source
2 2022-10-19 alert allow  ARP o (arp_spoof) ps serviskontrol
ethernet/ARP
mismatch request
for source
3 2022-10-19 alert allow  ARP 0 (arp_spoof) ps serviskontrel
09:29:44.989638 ethern: RP
({inline) mismatch reguest
for source
4 2022-10-19 alert allow ARP vmix1 - 0 (arp_spoof) ps serviskontrol
09:20:44.989636 DMZ1 ethernet/ARP
{inling) mismatch reguest
for source

Raporlara D6n butonu ile dinamik raporlar mentstine geri donebilir, bagka raporlara géz atabilirsiniz.

Web Erigim Raporlar

50 S IRE
# TarihSaat istemcilP  istemci istemci Mac Kullamici Sunucu IP Alan Adi Adres SSL SNI HTTP HTTP igerik Tilketim GegenSiire  Baglangig  Bitig
Adresi Portu  Adresi Adi Adresi E Metotu  Kodu Zamani Zamam
120201006 10.10.30.10 50679 10.10.99.1 wwwaliexpress.com  10.10.9.1:8801 v aliexpress.com CONNECT 200 1268 00:00:00.007  2020.10.06
07:10 :
2 20201006 10103010 50678 10.10.99.1 wwwaliexpress.com  10.10.99.1:8801 v aliexpress.com CONNECT 200 1268 00:00:00.008
07:10
3 20201006 10103010 50645  00:0c2%:fbicad8 10.10.99.1 v bing.com 10.10.99.1:8801 v bing.com CONNECT 200 1268 00:00:00.016 2020.10.06  2020.10.06
07:10 07:10:14.000 07:10:14.016
4 20201006 10103010 50680  00:0c:29:fbicad8 10.10.99.1 v cliexpress.com  10.10.99.1:8801 v aliexpress.com CONNECT 200 1268 00:00:00.007 2020.10.06  2020.10.06
07:10 07:10:56.000  07:10:56.007
5 20201006 10103010 50681  00:0c:29:fbisaidB 10.10.99.1 v sliexpress.com  10.10.99.1:8801 v aliexpress.com CONNECT 200 2263 00:00:00.008 2020.10.06  2020.10.06
07:10 07:10:56.000  07:10:56.008
6 20201006 10103010 50676  00:0c2%:fbizaid8 10.10.99.1 w1 1.com 10.10.99.1:8801 v 11.com CONNECT 200 1268 00:00:00.007 2020.10.06  2020.10.06
07:10 07:10:47.007
7 20201006 10103010 50660 10.10.99.1 w1 1.com 10.10.99.1:8801 v 11.com CONNECT 200 2203 00:00:00.009 2020.10.06
07:10
8 20201006 10103010 50663 10.10.99.1 w1 1.com 10.10.99.1:8801 v 11.com CONNECT 200 156 2020.10.06  2020.10.06
07:10 07:10:34.000  07:10:34.002
9 20201006 10103010 49683  00:0c2%:bicad8 10.10.99.1 v bing.com 10.10.99.1:8801 v bing.com CONNECT 200 1268 00:00:00.042 2020.10.06  2020.10.06
06:10 06:10:50.000  06:10:50.042
10 20201006 10.10.30.10 49823  00:0c29:b:ea:d8 10.10.99.1 v bing.com 10.10.99.1:3801 v bing.com CONNECT 200 1268 00:00:00.049 2020.10.06  2020.10.06
06:10 06:10:34.000  06:10:34,049
1120201006 10.10320.10 52288  00:0c20:fb:aad8 10.10.99.1 wwwhepsiburada.com  10.10.99.1:8801 www.hepsiburada.com CONNECT 200 1268 00:00:00.009 2020.10.06  2020.10.06
05:10 05:10:49.000  05:10:49,009

Not: Yasaklanan Kullanici Raporlarina log diismesi igin;

e 1og Ayarlarinda Araylze Erisimi Yasaklanan IPler Log gesidinincihazda Tut segili olmasi gerekir.




Log Ayarlari

Http(s) Sunucu Yénlendirme Loglari ° Cihazda Tut Cihazda Tutma
Web Erisim Loglari ° Cihazda Tut Cihazda Tutma
S5H ve Konsel Oturum Loglari ° Cihazda Tut Cihazda Tutma
Karadelik Servisi Loglari ° Cihazda Tut cihazda Tutma
VPN - SSL VPN Loglar: ° Cihazda Tut Cihazda Tutma
VPN - PPTP / L2TP Loglan Q Cihazda Tut Cihazda Tutma
RADIUS Loglari ° Cihazda Tut Cihazda Tutma
VPN - IPsec VPN Loglan ° Cihazda Tut Cihazda Tutma
DHCP Olay Loglan ° Cihazda Tut Cihazda Tutma
Web Oturum Loglari ° Cihazda Tut Cihazda Tutma
Weh Arayiizii Loglari ° Cihazda Tut Cihazda Tutma
Hotspot Loglari ° Cihazda Tut Cihazda Tutma
Cluster Loglari ° Cihazda Tut Cihazda Tutma
Web Filtreleme - igerik ve Antiviriis Tarama Loglari ° Cihazda Tut Cihazda Tutma
Antispam Loglari ° Cihazda Tut Cihazda Tutma
SSH Koruma Servisi Loglari ° Cihazda Tut Cihazda Tutma
Arayiize Erigimi Yasaklanan IPler ° Cihazda Tut Cihazda Tutma |

e Erisim / Oturum Ayarlarinda Trafigi Logla segenegdinin aktiflestiriimesi gerekir.

Oturum Ayarlar

Trafigi Logla Kapa

Sertifika Bazh Kimlik
Dogrulama

Kapa

Harici Kaynaklardan Kimlik
Dogrulama

Kapa

Es Zamanh Oturum Agma

Caligma Modu Kisith Erisi  ~

Giris Feragatnamesi . Kapa

SSH Karsilama Ekran []
Durumu

Kapa

e Bu ayarlarin yapiimadigi durumda Griin Common Criteria EAL4+ sertifika kapsamindan gikmaktadir.
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